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FOREWORD

This publication, the Lucent Technologies Lucent Managed Firewall (LMF) 4.0, Evaluation
Technical Report is being issued by Computer Sciences Corporation. This report is the principle
source of information wsed by the Trust Technology Assesament Program (TTAP) Oversight
Board to render a certificaion rating for the Lucent Tednologies Lucent Managed Firewall
(LMF) 4.0 prodct. It is intended to support the TTAP certification process by providing al the
information needed by the TTAP Oversight Board to verify the results of the evaluation. This
report presents all evaluation results, their justifications and any findings derived from the work
performed duing the evaluation. The requirements gated in this report are taken from the Lucent
Managed Firewall (LMF) 4.0 Seaurity Target, Version 1.0and are cmnformant with the Comnon
Criteria for Information Techndogy Seaurity Evaluation, Version 2.0
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L UCENT TECHNOLOGIESL UCENT MANAGED FIREWALL
VERSION 4.0
EVALUATION TECHNICAL REPORT

1 INTRODUCTION

1.1 Identification

1 Table 1 provides information needed to identify and control this Evaluation Tedhnical
Report (ETR), the Seaurity Target (ST) andthe Target of Evaluation (TOE). Thistable
aso identifies the key playersinvolved with the evaluation.

Table 1: Evaluation I dentifiers

Item Identifier

Evaluation Scheme United States Trust Techndogy Assessment Program

Lucent Tedhnologies Lucent Managed Firewall Version 40

Evaluation Tednical Report Evaluation Technicd Report, January 2000, Version 1.0

Seaurity Target Lucent Managed Firewall Version 40 Seaurity Target, Version 1.0

U.S. Government Traffic-Filter Firewall Protedion Profile for Low-

Protedion Profile Risk Environments, Version 11, April 1999

Lucent Managed Firewall Version 40 Build 19 exeauting on

Target of Evaluation Microsoft Windows NT 4.0 Service Pack 4 and Brick Model 201

EAL 2
Developer Lucent Tedhnologies
Sponsor Lucent Technologies
Computer Sciences Corporation
LindonBailey
Kimberly Caplan
Evaluators H: Patri(-:k Dunn CISSP
VinceRitts

Doudas Stuart, CISSP
Government Participants

Steve Monam
. Mario Tinto
Certifers Rita Montequin
1.2 Background
2 TheTTAPisajoint Nationa Seaurity Agency (NSA) and National Institute of Standards

and Techndogy (NIST) effort to establish commercial facilitiesto perform trusted
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product evaluations. Under this program, seaurity evaluations are conducted by
commercial testing laboratories caled TTAP Evaluation Facilities (TEFs) using the
current NSA evaluation methodology and proposed eval uation methoddogy for
Evaluation Assurance Level (EAL) 1 and EAL 2 in ac@rdancewith cooperative research
and development agreements. The program focuses on products with features and
asaurances characterized by the Common Criteria (CC) EAL 1 through EAL 4. In
addition, TEFs are dlowed to conduct PPevaluations.

The TTAP Oversight Board assigns a Certifier(s) to monitor the TEFsto ensure quality
and consistency aaossevaluations. Developers of information technology products
desiring a seaurity evaluation contract with a TEF and pay afee for their product's
evaluation. Upon successul completion of the evaluation, the product is be added to
NSA's Evaluated Products List.

The TTAPis migrating to the National Information Assurance Partnership (NIAP)
Common Criteria Evaluation and Validation Scheme (CCEVS). Under the Mutual
Reaognition Arrangement (MRA), evaluation facilities conducting CC eval uations must
apply the Common Evaluation Methodology (CEM). In anticipation of the final version
of the CEM and its appli cation, the TTAP Oversight Board has requested all TEFsto use
the CEM when conducting CC evaluations, as appropriate.

1.3 References

5

The foll owing documents are referenced throughout this report.

[CC PART]] Common Criteria for Information Technology Seaurity
Evaluation —Part 1: Introduction and general model, dated May
1998,version 20.

[CC_PARTZ] Common Criteriafor Information Tedhnology Seaurity
Evaluation —Part 2: Seaurity functional requirements, dated May
1998,version 20.

[CC_PART2A] Common Criteriafor Information Tedhnology Seaurity
Evaluation —Part 2: Annexes, dated May 1998,version 2.0.

[CC PART3] Common Criteriafor Information Technology Seaurity
Evaluation —Part 3: Seaurity asaurance requirements, dated May
1998,version 20.

[CEM_PART1] Common Evaluation Methodol ogy for Information Tedhnology
Seaurity — Part 1: Introduction and general model, dated 1
November 1998,version 06.

[CEM_PARTZ2] Common Evaluation Methodol ogy for Information Tedhnology
Seaurity — Part 2: Evaluation Methoddogy, dated January 1999,
version 06

[LMF2_IND] Lucent Managed Firewdl Version 4.0Independent Testing
Report



Lucent Technologies Lucent Managed Firewall Version 4.0 Evaluation Technicd Report

[LMF2_PEN] Lucent Managed Firewall Version 4.0Penetration Testing
Report

[LMF2_ST] Lucent Managed Firewall (LMF), Version 4.0, Security Target,
Version 1.0

[TFF_PAH U.S. Government Traffic-Filter Firewall Protection Profile for

Low-Risk Environments, April 199, Version 1.1

1.4 Document Organization

6

10

11

12

13

This ETR is organized according to the structure dictated by the Common Evaluation
Methodology (CEM) Version 0.6 onpage 14, Figure 2.2. All the sections of thisETR
conform to the ETR requirements described in the CEM and is divided into the following
Chapters:

Chapter 1 Introduction, describes the badground d the Scheme, identifiesthe ETR, ST
and TOE control identifiers, and identifies the developer, sponsor, evaluators, and
certifiers of the evaluation;

Chapter 2 Architectural Description, provides a high-level description of the TOE andits
major comporents,

Chapter 3 Evaluation, describes the methods, techniques, tods, and standards used during
the evaluation; constraints or assumptions regarding the condict and results of the
evaluation; and identifies the eval uation evidence examined;

Chapter 4 Results of the Evaluation, provides a verdict and supporting rationale for each
aswrance comporent completed for the evaluation,

Chapter 5, Conclusions and Recommendeations;
Chapter 6, Acronyms and Glossary; and

Chapter 7, Problem Reports, lists the Evaluation Discovery Reports (EDRs) and
Observation Reports (ORs) that were raised during the evaluation and their status.



Lucent Technologies Lucent Managed Firewall Version 4.0 Evaluation Technicd Report

2 ARCHITECTURAL DESCRIPTION OF THE TOE

14

15

16

17

18

19

20

21

22

This section describes the high-level design of the LMF and NT subsystems and
identifiestheir interfaces. The information presented is not intended to describe the
complete design of each subsystem, but rather to provide sufficient information to enable
the reader to urderstand the LMF design and provide evidencethat the system satisfiesits
functional requirements.

The LMF is asecurity system consisting of one or more Firewall Appliance(s) to mediate
information transfer between damains and a Seaurity Management Server (SMS) to
administer the firewall appliance

Thefirewall functionis physically separated from its management server, with the
firewall code running on Inferno™, asmall Bell Labs-developed operating system. The
SMSS software runs on a separate Windowvs NT™ platform.

The Firewall Appliance (FA) executes LMF FA, Version 40 software on Model 201

hardware. This oftware consists of the Inferno™ operating system and simple firewall
code that is embedded within the operating system kernel.

The FA Model 201 herdware is based on the Intel Pentium platform. The FA is equipped
with four auto-sensing 10/100Base-T Ethernet interface cards and can be positioned
between any type of Ethernet-based network elements (e.g., routers, hubs, switches,
servers, PCs). Because the FA is abridge-level device, these network interfaces do rot
have IP addresses, thus rendering the FA invisible to the other network elements.

The FA does naot contain a hard drive and can be deployed without a monitor and
keyboard. Other than afloppy disk drive for initial software boot, it has a minimum of
moving parts (an on/off switch and a power supply fan).

The Inferno operating system (OS) itself has no user aacourts or file system. The Inferno
OSinthisevaluation is a dedicated spedally designed versionthat just has firewalling
cgpability. Thismeans it does not support user acaunts nor doesit have aty genera
purpose computing capability. The firewall operating system and firewall application fit
onto asingle 3.5inch floppy diskette.

The fact that the Inferno OSis a special purpose OS as described above helps satisfy the
non-bypassbility functionality of the TOE. The non-bypassability of the TOE is enforced
at the networking interfaces to the TOE. That is the RFCsthat control the flow of
information at the networking interfacedo not allow for the bypassng of the TSF. The
way the RFCs are implemented does not allow the flow of network traffic to bypass what
the protocol specifiesis supposed to happen. Further, the requirement for separation of
domainsis satisfied because there are no processes running on the hardware that are non
firewall processes.

The FA software:

. performs faurity pdicy enforcement on padkets crossing itsinterfaces
based onone or more Security Policies, and
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. collects audit session statistics, establishes virtual private networks
between Firewall Appliances.

Figure 1 below shows atypical environment. The domain, “Other Proteded Network” is
included to show that the TOE hasthe capahility to dstinguish between three network
domains. However, the evaluated configuration consisted only of the domains, “Protected
Network” and “ External Network”.

External
Network

Secaurity Management Server

Secure Operating Environment

Figure 1: Seaure Operating Environment

2.1 LMF Subsystems

24

25

The foll owing sections describe the subsystems of the LMF.

The LMF is comprised of nine (9) subsystems. Figure 2 identifies the subsystems. It is
indicated in Figure 2 that certain subsystems can communicate across a network.
However, such conrections are not allowed in the evaluated configuration; the evaluated
configuration does not support either remote administration or the encryption of links
between elements of the TOE. The SMSis composed of the box labeled ‘ Client GUI’
and all the subsystemsin the box below labeled ‘ Part of SMS'. In the evaluated
configuration, the management server resides on a separate hardware platform, andis
conrected to the Firewall Appliancevia aprivate network conrection. The BRICK isthe
Firewall Appliance VPN isvirtual private network, which is not part of this evaluation.
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Client
GUI

RAP Agent

/" Netscape
Enterprise

Part of SMS
D g ¥ Filebased interface RAD - Remote Administration Daemon
Encrypted socket interface RAP - Remote Administration Application

Unencrypted socket interface VPN - Virtual Private Network

Figure 2: Subsystem Diagram

2.1.1 GUI Client/Graphical User Interface Subsystem

26

27

The NT Workstation Client/Graphic User Interface (GUI) Subsystem manages the
authorized administrator’s SM S login, supports sftware (applet) download, displays
data, and manages user data flow. These cgabilities enable an Administrator or Zone
Administrator to access the SM S on the system console.

The Client/GUI Subsystem displays data to the alministrator using a Netscape
Communicaor 4.05web browser with Java™ enabled.

2.1.2 Netscape Enterprise Server Subsystem

28

The Netscape Enterprise Server (NES) Subsystemisa COTS web server, Netscape
Enterprise Server, Version 35.1. The NES Subsystem authenticates itself to Client/GUI
Subsystem using a VeriSign digital certificate, provides SS_ servicesto protect user
authentication and session data, provides Java™ services to facilitate Login Servlet
exeaution and software downloading, enforces accesscontrol on help and product
documentation web pages, and hats report documents. The NES Subsystem suppats
Java™ Version 11.5(W/JPP.

2.1.3 Remote Administration Application Subsystem

29

The Remote Administration Application (RAP) Subsystem manages the interface
between itself and the Client/GUI Subsystem. It performs sssion management, performs
edits to data, requests reports, routes console messages to the Client/GUI Subsystem,
generates and routes monitor messages to the Client/GUI Subsystem, and logs the
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2.1.4

34

2.1.5

35

2.1.6

36
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administrator out when unkanded errors occur. The RAP Subsystem manages the
administrator session while mmmunicating with the SMS. Thisincludes supporting the
establishment of a seaure session between itself and the Client/GUI Subsystem and
simultaneoudly managing multi ple user threads.

The RAP Subsystem manages the alministrator interface Thisincludesinteracting with
the user management screens presented within the Client/GUI JVE to provide the
appropriate Java™ Applet in response to administrator input. Such interactions include
management of user accounts, alarms, logging, and zone management.

The addition, deletion, and modification d SMS user accounts (i.e., administrator) are
audited by the SMS. The audit record generated will identify the administrator
performing the action, when it took place andthe alministrator account that was added,
deleted, a modified.

The TOE consigts of two primary pieces that run different OSs; the SM S and the Brick.
The SMSisa Windowvs NT workstation while the Brick is a platform that isrunning
the Inferno OS. User acoounts (i.e., administrator) only exist on the SMS. Since the SMS
runs Windows NTL it has the apability of maintaining users accounts, for this
evaluation the only user accounts on the SM S are those who administer the TOE, i.e.
trusted users. The Inferno OS on the other hand, daes not have user accounts onit.

Creding Zone Seaurity Policiesis arestricted functionthat can only be performed by
System and Zone Administrators. System Administrators can create, modify or delete
any Zone Seaurity Policy. Zone Administrators can create, modify or delete only the
Zone Seaurity Policy for the seaurity zone they manage.

Remote Administration Daemon Subsystem

The Remote Administration Daemon (RAD) Subsystem performs Administrator Account
Management, Firewall Interface and Management, Zone Management, and Policy
Compilation. The RAD Subsystem has been developed using hosted Inferno™, has
built-in authentication (key-exchange engine), is athreaded architecture, and talks to
other subsystems via afil e or socket interface.

Alar ms Subsystem
The Alarms Subsystem provides the LMF System with areal-time darming capability.

L ogger Subsystem

The Logger Subsystem creates anonvolatile record of events affecting seaurity,
management, or maintenance of the LMF.

SMS badkupis performed using NT operating system commands. The aility to perform
badkupin NT isrestricted to usersin the Administrator group. The only users that can
acassthe TOE are users with these permissons. The backup o the SMS preserves all
FA configurationinformation.
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SM S badkup recovery is performed using NT operating system commands. The aility to
perform badkup and recovery in NT isrestricted to usersin the Administrator group.The
only users that can aacessthe TOE are users with these permisgons. The restoration of
FA services can be accomplished using that FA’s informationthat is preserved and
badked-up onthe SMS.

Firewall Appliance Subsystem

The Firewall Appliance (FA) Subsystem is equipped with four auto-sensing 10/100Base-
T Ethernet interface cards and can be positioned between any type of Ethernet-based
network elements (e.g., routers, hubs, switches, servers, PCs).

Virtual Private Network Gateway Controller Subsystem

The Virtua Private Network (VPN) Gateway Controll er Subsystem provides
authentication d aV PN client and sets up atunngl for the dient onceit is authenticated.

Scheduler Subsystem
The Scheduler Subsystem runs programs at spedfied intervals.
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3 EVALUATION
3.1 Evaluation Methods, Tedniques, and Standards

42

43

44

45

The evaluator action elements documented in [CC_PART3] for EAL 2 assurance
comporents was the basis of the gproad for evaluating the TOE. In addition,
[CEM_PART?2] Chapter 6 was used to define the specific evaluator actions for
conducting the evaluation.

To manage the evaluation effort andto dacument progress and findings, the evaluation
team devel oped evaluation work padage reports for each asaurance family aslisted in
Table2. All CEM work units associated with these assurance comporents were
completed and addressed as instructed by the Scheme.

Table 2: Evaluation Work Packages

Work Package Assaurance Component
Seaurity Target ASE
Configuration Management ACM_CAP.2
Delivery and Operation ADO DEL.1
ADO IGS.1
Development ADV_FSP.1
ADV_HLD.1
ADV_RCR.1
Guidance Documents AGD ADM.1
AGD USR.1
Tests ATE COV.1
ATE FUN.1
ATE _IND.2
Vulnerabili ty Assessments AVA_SOF.1
AVA VLAl
Assurance Maintenance AMA AMP.1
AMA CAT.1

For the ATE_IND.2.2E evaluator action element, the evaluation team wrote atest plan
and conducted functional testing in accordance with the plan. For the AVA_VLA.1.2E
evaluator action element, the evaluation team coordinated with the PPauthor to identify
the current list of obvious vulnerabilities. The team wrote atest plan for penetration
testing and conducted tests in accordance with the plan.

Throughou the evaluation, the evaluation team generated Observation Reports (ORS) to
request clarification onthe [TFF_PH or Common Criteria requirements. ORs were
submitted to the Certifier for posting and resolution. Evaluation Discovery Reports
(EDRs) were generated for the following reasons:

* Toidentify apotentia vulnerability or deficiency foundin the TOE;

» Toidentify deficienciesfound in evaluation evidence; and

= Torequest additiond information from the vendor.
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EDRs were submitted to the vendor and na formally distributed to the TTAP Oversight
Board, although the Certifier did receive a opy of all EDRs. Chapter 7, Problem
Reports, contains alisting of al ORs and EDRs that were generated during the

evaluation.

3.2 Evaluation Tools

47

To perform independent and penetration testing adivities, the evaluation tean used
network tools:

» to observe the successor fail ure of information flows through the TOE based on flow

rules;

* toexamine padket information at all protocol layers for residual information; and

* to manipulate network and application layer flows to simulate various attadk
scenarios.

3.3 Evaluation assumptionsand constraints

48

3.4 Evaluation Ddliverables

The evaluation results and evidence will be maintained and retired as spedfied in CSC's
Common Criteria Evaluation Laboratory Quality Manual.

49 Table 3 provides alisting of evidence supplied as evaluation deliverables.
Table 3: Evaluation Deliverables

I dentifier Date of Recapt Issuing Body | Title

[BRICK] 19Aug 199 Lucent Lucent Managed Firewall Model 201
Techndogies

[LMF2_ACM] | 30Aug 199 Lucent Lucent Managed Firewall, Version 40,
Tedndogies | Configuration Management, Version 2.0

[LMF2_ADM] | 30Aug 199 Lucent Lucent Managed Firewall, Version 40,
Tedndogies | Administrator Guidance, Version 10

[LMF2_AMP] Nov 1999 Lucent Lucent Managed Firewall, Version 40,
Techndogies | Asarance Maintenance (AM) Plan, Version

1.0

[LMF2_AVA] 21 0Oct 1999 Lucent Lucent Managed Firewall, Version 40,
Tedndogies | Vulnerability Anaysis, Version 21

[LMF2_CAT] Nov 1999 Lucent Lucent Managed Firewall, Version 40,
Tedndogies | Categorization Report, Version 10

[LMF2_COV] 15Nov 199 Lucent Lucent Managed Firewall Version 40
Tedndogies | Functional Testing, Version 22

[LMF2_FAIL] | 4 Oct 1999 Lucent Lucent Managed Firewall R4.0 SMS Fail over
Techndogies | Test Plan

[LMF2_FSAH 19Nov 199 Lucent Lucent Managed Firewall, Version 40,
Tedndogies | Functional Spedficaion, Version 2.2

[LMF2_HLD] 19 Nov 199 Lucent Lucent Managed Firewall, Version 40, High-

10
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Tedndogies | Level Design Document, Version 22
[LMF2_1GS| 26 Oct 1999 Lucent Lucent Managed Firewall, Version 40,
Tedndogies | Delivery, Install ation, Generation, and Start-
Up Procedures, Version 83
[LMF2_MAN1] | 19Aug 199 Lucent Lucent Technologies, Bell Labs Innovations,
Tedndogies | Lucent Seaurity Management Server v4.0(i),
System Administrator Reference Manual
[LMF2_MAN2] | 19 Aug 199 Lucent Lucent Tedhnologies, Bell Labs Innovations,
Tedndogies | Lucent Seaurity Management Server v4.0(i),
Zone Administrator Reference Manual
[LMF2_MAN3] | 19Aug 199 Lucent Lucent Technologies, Bell Labs Innovations,
Tedndogies | v4.0(i), Lucent Proxy Agent Install ation and
User Guide
[LMF2_MAN4] | 19Aug 199 Lucent Lucent Technologies, Bell Labs Innovations,
Techndogies | Lucent Seaurity Management Server v4.0(i),
Model 201 Brick Spedficaions
[LMF2_MANS5] | 19Aug 199 Lucent Lucent Technologies, Bell Labs Innovations,
Tedndogies | Lucent Seaurity Management Server v4.0(i),
Setup and Configuration Guide
[LMF2_MANG6] | 19Aug 199 Lucent Lucent Technologies, Bell Labs Innovations,
Tedndogies | Lucent Seaurity Management Server v4.0(i),
Install ation Guide
[LMF2_PRO] 2 Aug 1999 Lucent Lucent Managed Firewall R4.0
Tedhndogies | proadive Monitoring Feaure Test Plan
[LMF2_RCR 19Nov 199 Lucent Lucent Managed Firewall, Version 40,
Tedndogies | Correspondence Document, Version 2.1
[LMF2_REG] 20 0Oct 1999 Lucent Lucent Managed Firewall v4.0 Regresson
Tedndogies | Test Plan
[LMF2_SOFT] | 3Dec1999 Lucent LSMSBuild 199
Tedndogies
[LMF2_ST] 29 Jduly 1999 Lucent Lucent Managed Firewall (LMF), Version 40,
Tedhndogies | Seaurity Target, Version 1.0
[LMF2_UMA] | 29July 1999 Lucent LMF V4.0 User Model and Authenticaion
Tedndogies | Testing
[LMF2_URL] 29 Jduly 1999 Lucent Lucent Managed Firewall Release 4.0 Content
Tedndogies | Seaurity - URL Blocking/Filtering Testing
[LMF2_VIR] 29 July 1999 Lucent Internet Security Products Group, Lucent
Techndogies | Managed Firewall, Release 4.0, Lucent Proxy
Agent- Virus Scanning Test Plan
[NIC] 22 Nov 199 Lucent Network interface cads
Tedndogies
[TFF_PH N/A NSA U.S. Government Traffic-Filter Firewall

Protedion Profile for Low-Risk
Environments, April 1999 Version 11
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4 RESULTSOF THE EVALUATION

50 This Chapter presents the findings and results of the evaluation by identifying the verdict
with supporting rationale for each assurance componrent that constitutes an activity for the
ST Evaluationand EAL 2 Evaluation. A verdict for an assurance mmporent is
determined by the resulting verdicts assigned to the corresponding evaluator adion
elements. Three mutually exclusive verdict states can be rendered:

. Pass if the evaluator successfully completesa[CC_PART3] evaluator action
element. The conditions for successfully completing an evaluator adion element are
defined by the mnstituent work units of the related [CEM_PARTZ2] action.

. Inconclusive, if the evaluator has not completed one or more work units of the
[CEM_PART?2] actionrelated to the [CC_PART3] evaluator action element.

. Fail, if the evaluator unsuccesully completesa[CC_PART3] evaluator action
element.

51 Sedion 5provides the overall verdict of the evaluation team’s findings as defined in
[CC_PART1] Chapter 5, and determined by the verdict assignments presented in this
Chapter.

52 Table 4 provides alisting of the activities, asociated assurance @mporents, and

evaluator action elements for a ST Evaluation and an EAL 2 Evaluation. A detailed
description of the actions taken by the evaluation team to compl ete each evaluator action
element for each asaurance comporent can be foundin the set of work padkage reports,
which were provided to the Certifier under a separate cver.

Table 4. Evaluation Activities, Asaurance Components, and Action Elements

Activity Asaurance Component | Evaluator Action Elements

ST Evaluation ASE DES.1 ASE_DES.1.1E, ASE_DSE1.2E, ASE_DES1.3E
ASE ENV.1 ASE _ENV.1.1.E, ASE ENV.1.2E
ASE_INT.1 ASE_INT.1.1E, ASE_INT.1.2E, ASE_INT.1.3E
ASE_OBJ.1 ASE_OBJ.1.1E, ASE_OBJ.1.2E
ASE PFRC.1 ASE _PRC.1.1E, ASE PRC.1.2E
ASE_REQ.1 ASE_REQ.1.1E, ASE_REQ.1.2E
ASE SRE.1 ASE_SRE.1.1E, ASE_SRE.1.2E
ASE TSS1 ASE_TSS1.1E, ASE TSS1.2E

Configuration ACM_CAP.2 ACM_CAP.2.1E

management

Delivery and ADO_DEL.1 ADO_DEL.1.1E, Implied Action

operation ADO_IGS.1 ADO_IGS.1.1E, ADO_IGS.1.2E

Development ADV_FSP1 ADV_FSP1.1.E, ADV_FSP1.2E
ADV_HLD.1 ADV_HLD.1.1E, ADV_HLD.1.2E
ADV_RCR.1 ADV_RCR.1.1E

Guidance AGD_ADM.1 AGD_ADM.1.1E

documents
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Activity Asairance Component | Evaluator Action Elements

AGD_USR.1 AGD_USR.1.1E
Tests ATE_COV.1 ATE_COV.1.1E

ATE_FUN.1 ATE_FUN.1.1E

ATE_IND.2 ATE_IND.2.1E, ATE_IND.2.2E, ATE_IND.2.3E
Vulnerahility AVA_SOF.1 AVA_SOF.1.1E, AVA_SOF.1.2E
assessment AVA VLAl AVA_VLA.1.1E,AVA_VLA.12E
Asairance AMA_AMP.1 AMA_AMP.1.1E, AMA_AMP.1.2E
Maintenance AMA_CAT.1 AMA_CAT.1.1E, AMA_CAT.1.2E

4.1 Seaurity Target Evaluation Results

53

41.1

54

55

56

57

58

4.1.2

59

The objective of the ST evaluationis to determine whether [LMF2_ST] is complete,
consistent, technicall y sourd, and to determine that the [LMF2_ST] provides a suitable
baseline for evaluation of the TOE. In addition, the ST is also examined to verify its
protedion profile conformanceclaimtothe[TFF_PH.

ASE_DES.1 —TOE Description

The evaluator reviewed the TOE description section d the Lucent Managed Firewall
(LMF), Version 4.0,Security Target, Version 1.0to make adetermination that the section
describes the Lucent Managed Firewall version 4.0,the TOE. The TOE description
defines the bourdaries of the TOE in both a physical and logical way. It was clear to the
evaluator after reading the TOE description that the product was atraffic filter firewall
product.

The TOE description was checked for consistency by looking for any contradictory
statements that might appea within this section of the ST. No statements were found
while examining the TOE description that contradicted each other.

The TOE description was checked for consistency with other sedions of the ST. This
consistency chedk was performed in conjunction with the other ASE work units. The
description given of the functionality and assurance measures of the TOE are consistent
throughout the whole ST.

ASE_DES.1 Verdict:

The evaluation tean concluded that the TOE has met the assurance requirements of
ASE_DES.1. Therefore, a passverdict has been issued for this assurance @mporent.

ASE_ENV.1 —Seaurity environment

The security environment section of the [LMF2_ST] was used to satisfy this assurance
comporent. The evaluator reviewed this sction to determine that it identifies the
asuumptions and threats for the TOE andits environment. The [LMF2_ST] does not
contain any organizational security policies.
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The evaluator developed tablesto help satisfy the evaluator action elements of this
asaurance comporent. A table for the assumptions was developed and atable for the
threats was developed. The tables also were used to determine if the assumptions and
threats being articulated in the [LMF2_ST] were the same or varied from the [TFF_PP].
Thetables al owed the evaluator to tradk which assumption or threat they were reviewing
andto nde any issues that the evaluator might have with an assumption or thresat in the
[LMF2_ST] while reviewing that assumption or threat.

While reviewing the individual assumptions and threats the evaluator was also
determining if the assumptions and threats were aoherent, understandabl e to the evaluator
andthe audiencefor the[LMF2_ST]. An overal consistency verdict was reached after all
the assumptions and threats had been reviewed. Part of the consistency chedk was to
make sure that no assumptions are in conflict with the threats and that the threds, as
specified, are plausible based onthe threat agents described, the attack and the asset that
could be under attad.

ASE_ENV.1 Verdict:

The evaluation tean concluded that the TOE has met the asaurance requirements of
ASE_ENV.1.Therefore, apassverdict has been issued for this asaurance component.

ASE_INT.1 —ST introduction

The evaluator reviewed the security target introduction section o the [LMF2_ST] to
satisfy the evaluator € ements of this assurance @mporent. The ST introduction of the
[LMF2_ST] clearly identifiesthe [LMF2_ST] with aname and versionfor the
[LMF2_ST]. Along with the [LMF2_ST] identification it also gives aunique label with a
version number for the TOE under evaluation. The CC version used to developthe ST is
clearly identified in the [LMF2_ST].

Part of the evaluation d the [LMF2_ST] introduction wasto determineif it contained a
narrative description of the [LMF2_ST]. The[LMF2_ST] clearly stateswhat isin the
[LMF2_ST]. It is stated in such amanner andto alevel that is clear that atraffic filter
firewall product is being described and the type of functionality that is being provided by
the TOE.

The [LMF2_ST] introduction clealy states the amnformance daims of the [LMF2_ST]. It
mentions the [TFF_PH andthe relevant Part 2 and 3conformance daims to the CC.

The evaluator determined that the [LMF2_ST] introduction is coherent by reading the
sedion and being able to urderstand what was being described in the section. Further it
was determined that the sedion was consistent because the statements of functionality
and wse of terms in this section did na conflict with each other.

It was determined that the [LMF2_ST] introduction is consistent with the other sections
of the [LMF2_ST]. The determination of consistency with the other sections of the
[LMF2_ST] was undertaken while working on the other evaluator actionsin cther ASE
comporents. The evaluator chedked for consistency in the [LMF2_ST] by reviewing all
the other sections of the [LMF2_ST]. The evaluator looked for any conflict between the
description of functionality through ou the different sections of the [LMF2_ST]. This
included looking at the functional requirements and the seaurity functions described in
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the TOE summary spedfication. The words of the assumptions, threats, and dojedives
were compared with each ather and the functional requirementsto determine that they
did not conflict with each ather.

ASE_INT.1 Verdict:

The evaluation tean concluded that the TOE has met the asaurance requirements of
ASE_INT.1. Therefore, apass verdict has been issued for this asaurance cmporent.

ASE_OBJ.1 —Seaurity objedives

The evaluator reviewed the security objectives section of the [LMF2_ST] to satisfy the
evaluator elements of this assurance mmporent. The [LMF2_ST] security objective
sedion kreaks the ohjectives out into seaurity objectives for the TOE and seaurity
objectives for the ewvironment.

The evaluator reviewed the mappings supplied by the developer inthe [LMF2_ST] to see
that all seaurity objectives for the TOE are traced back to the identified threats to be
courtered by the TOE. The evaluator developed atable that contained the threats and
objectives for the TOE. This table was used to determine that all threats for the TOE are
being mapped to the objectives of the TOE and that all the objectives of the TOE are
being used and mapped to the threats of the TOE. The esaluator’s table was a dheck on
the devel oper’ s generated table to determine that it was accurate with respect to the
objectives and threds being listed and articulated elsewhere in the [LMF2_ST].

The same gproach described in the above paragraph was used to determine that the
objectives for the environment are traced backed to threas and assumptions not
completely courtered by the TOE. This approach again was used to verify a mapping that
the developer provided in the [LMF2_ST].

The evaluator read each seaurity objectivein the [LMF2_ST] to make adetermination
that each dbjective is clearly stated and uncerstandable.

As part of determining the tracings discussed above the evaluator was also reviewing the
rational e that was being gven by the developer as to why a particular mapping was
suitable to cover an identified threat and/or assumption. The rationale given by the
developer explained haw the objectives are suitable to cover the threats and/or
asuumptions stated in the [LMF2_ST].

ASE_OBJ.1 Verdict:

The evaluation team concluded that the TOE has met the assurance requirements of
ASE_OBJ.1. Therefore, a passverdict has been isaued for this assurance @mporent.

ASE_PPC.1 —PP claims

The evaluator used the [LMF2_ST] andthe [TFF_PP] to perform the adivities required
for the PPclaims work units. It was determined by reviewing the [LMF2_ST] that
complianceto the[TFF_PH isbeing claimed. In addition, the[LMF2_ST] isclaiming
conformanceto part 2 and part 3 of the CC.
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The evaluator compared the assumptions, threats, objedives, functional requirements,
and assurance requirements of both the [LMF2_ST] and the [TFF_PP]. This activity was
performed to determine if the assumptions, threats, objectives, functional and assurance
requirements were being re-stated correctly or if operations were being performed and
identified corredly on these items.

The evaluator made sure that the objectives as dated in the [LMF2_ST] with any
applicable operations performed are keeping the intent of the objectives as gecified in
the [TFF_PH. The evaluator made sure that the functional requirements as gated in the
[LMF2_ST] with any appli cable operations performed onthe functional requirement are
kegping the intent of the functional requirements as stated in the [TFF_PH. The evaluator
determined that the functional requirement as edfied in the [LMF2_ST] could mee the
requirement as gecified in the [TFF_PH and would aso med the requirement intent as
specified in the CC.

ASE_PPC.1 Verdict:

The evaluation tean concluded that the TOE has met the asaurance requirements of
ASE_PRC.1. Therefore, a passverdict has been isaled for this assurance @mporent.

ASE_REQ.1 —IT seaurity requirements

The evaluator examined both the [LMF2_ST] andthe [TFF_PH to acomplish the
evaluator activitiesfor ASE_REQ.

Part of the examination of the requirements of the[LMF2_ST] was to seeif the
functional requirements are transcribed from the [TFF_PH correctly. The functional
requirementsin the [LMF2_ST] andthe [TFF_PH were cmompared during examination of
the requirement sections. If the functional requirement was not exactly transcribed from
the [TFF_PH then the operations performed onthe functional requirementsin the
[LMF2_ST] were examined. The examination of the operation was used to determine if
the operation fit within the bounds for that specific functional requirement as stated in the
CCandthe[TFF_PP]. Also part of the comparison of the functional requirements
involved making sure that those operations that are performed in the[LMF2_ST] are
properly identified.

The same procedure as gated above was used for the assurance requirement section of
the [LMF2_ST]. The only differencewas that the [LMF2_ST] added two assurance

mai ntenance cmporents. The evaluator checked to make sure that these assurance
maintenance mmporents were identified as not being part of the EAL 2 padkage and that
these assurancerequirements did not exist in the [TFF_PP].

The dependency analysis and rationale were used from the [TFF_PP]. Sincethe
LMF2_ST isonly using the functional requirements from the [TFF_PP|] and nd any
additional onesthe same analysis and rationale is valid for the[LMF2_ST]. The evaluator
did examine the impaa of leaving out specific functional requirements becaise the TOE
was nat offering remote administration. The exclusion o these requirements did na
violate any dependency relationships. The [LMF2_ST] is using the whole EAL 2 padckage
so there ae no dependency issues with the assurancelevel. The evaluator did examine
the dependencies of the maintenance comporents being used and observed that not all
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dependencies are being satisfied. The devel oper gave proper rationale for not satisfying
al dependencies.

The examination of the functional requirement section of the [LMF2_ST] involved
chedking for a statement of Strength of Function (SOF) and chedking that the gopropriate
requirements contained a SOF statement. The SOF rationale was examined to determine
if it was appropriate for the TOE and the environment of the TOE.

Therationale for the assurance and functional requirements was examined. The
examination of this rationale was undertaken to determineif the security requirements are
able to med the objectives gecified inthe [LMF2_ST]. The evaluator was also
examining the IT security requirements rational e to seeif there is a demonstration of how
the seaurity requirements are a mutually supportive and consistent whole. After
reviewing the requirementsrationale it could be seen that the requirements where

mutuall y supportive in satisfying the security objectives of the[LMF2_ST]. The
evaluator examined the security requirements, objedives, the mappingsin the
[LMF2_ST], and the requirement dependencies in achieving the satisfadion o mutually
suppative and consistent whole. The requirements supported each other by setting up a
seaurity perimeter for the TOE that is hon-bypassable and that maintains a separate
domain that only the TOE exeautesin. This allows the seaurity functions that enforce the
traffic filter and auditing rules of the TOE to exeaute without interference. Further the
nonbypassable separate domain of the TOE only allows for those authorized to
administer the TOE to doso. Therefore, the requirementsin the [LMF2_ST] are a
mutually supportive and consistent whole because the requirements are structured and
suppat each other, in a non-contradictory way, to enforce the seaurity objectives
expressed inthe [LMF2_ST].

ASE_REQ.1 Verdict:

The evaluation tean concluded that the TOE has met the assurance requirements of
ASE_REQ.1. Therefore, apassverdict has been isaued for this assurance componrent.
ASE_SRE.1 —Explicitly stated I T seaurity requirements

There ae no explicitly stated IT security requirements.
ASE_SRE.1 Verdict:

The evaluation team concluded that the TOE has met the assurance requirements of
ASE_SRE.1. Therefore, apassverdict has been issued for this assurance @mporent.

ASE_TSS.1 -TOE summary specification

The evaluator examined the TOE summary spedfication sedion of the[LMF2_ST]. The
evaluator examined the summary spedficationfor the functional and asaurance
requirements.

The evaluator examined ead security functionto determine that it wasto alevel of detail

that summarized what the security functionality is andif the seaurity function could
satisfy the security functional requirement that it was mapped bad to. The evaluator aso
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chedked that each security functiona requirement had at least one security function keing
mapped to it.

The mapping of assurance measures to assurance mmporents were examined. The
evaluator chedked to make sure that each asurance comporent had a measure mapped to
it and the measure is appropriate to satisfy a particular assurance wmporent.

To acomplish the examination d the TOE summary spedfication the ezaluator came up
with their own tables to supplement and check the mnsistency of the tables supplied in
the[LMF2_ST].

ASE _TSS1Verdict:

The evaluation team concluded that the TOE has met the assurance requirements of
ASE_TSS1. Therefore, apassverdict has been issued for this assurance comporent.

4.2 Configuration Management Results

100

42.1

101

102

103

The objectives of thisadivity are to determine whether Lucent has clearly identified the
TOE and its associated configuration items.

ACM_CAP.2 —CM capabilities

The evaluator checked and examined [LMF2_ACM] and [LMF2_ST]. The evaluator
examined [LMF2_ST] to understand the definition of the TOE and then checked
[LMF2_ACM] to determine if the Configuration Items (Cl) identified made sense given
the TOE definition. The evaluator chedked that the TOE was uniquely referenced by
version and tuild number and that the TOE software and hardware were labeled with its
reference The evaluator chedked that the TOE references were mnsistent. The
evaluator examined the Cl and determined that the list identified items that compose the
TOE and that the ClI were uniquely identified. The [LMF2_ACM] provided a description
of how eadh item was uniquely identified. As aresult of these adivities, the evaluator
determined that all requirements for this activity were satisfied.

ACM_CAP.2 Verdict:

The evaluation team concluded that the TOE has met the assurance requirements of
ACM_CAP.2. Therefore, a passverdict has been isaued for this assurance mmponent.

4.3 Delivery and Operation Results

104

The objectives of this adivity are:

» to determine whether the delivery documentation describes all procedures used to
maintain integrity when distributing the TOE to the user’s ste; and

» to determine whether the procedures and steps for the secure installation, generation,
and start-up d the TOE have been documented and result in a secure configuration.
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ADO_DEL.1 —Ddlivery Procedures

The evaluation tean chedked and examined the following evidence [LMF2_IGS] and
[LMF2_ST]. The evaluator read through the [LMF2_1GS] and based on the procedures
presented and the low risk environment for the TOE as specified in the [LMF2_ST], it
was determined that shrink-wrapped CDs with unique software license keys was
sufficient for seaure delivery of the TOE. The evaluator did verify the procedures for
delivery by cdling the 1-800 Customer Care number and querying the help desk. By
performing these activities, the evaluation team has determined that all requirements for
this componrent have been satisfied.

ADO_DEL.1 Verdict:

The evaluation team concluded that the TOE has met the assurance requirements of
ADO_DEL.1. Therefore, apass verdict has been issued for this assurance wmporent.

ADO_IGS.1 —Ingtallation, generation, and start-up procedures

The evaluation tean chedked and examined the following evidence [LMF2_IGS] and
[LMF2_MANG]. The evaluator did find that the procedures for seaure installation,
generation, and startup were provided. The [LMF2_IGS] sedion 30 identifies
comporents, such as documentation, software, and hardware, provided by the vendor
with the purchase of the LMF to verify that all componrents required for installation have
been received. The evaluation team determined that the evidence does describe the
necessary steps for secure installation, generation, and start-up o the TOE because the
following were described: security safeguards for the SMS, stepsto seaurely install the
SMS, the brick and Windows NT, descriptions of configuration considerations to secure
the TOE, and descriptions of required rule sets. In addition, the procedures presented in
[LMF2_IGS] were verified through testing activities conducted under the ATE_IND
work units. By performing these activities, the evaluation tean has determined that all
requirements for this comporent have been satisfied

ADO _IGS.1 Verdict

The evaluation tean concluded that the TOE has met the assurance requirements of
ADO_IGS.1. Therefore, a passverdict has been isaued for this assurance mmporent.

4.4 Development Results

111

The objectives of thisadivity are:

* to determine whether Lucent has provided an adequate description d the seaurity
functions of the TOE and whether the seaurity functions provided by the TOE are
sufficient to satisfy the functional requirements of the ST;

* to determine whether the high-level design is sufficient to satisfy the functional
requirements of the ST, provides a description of the TSFin terms of major structural
units with functional coherence, and is areali zation of the functional specification;
and

19



44.1

112

113

114

115

116

117

Lucent Technologies Lucent Managed Firewall Version 4.0 Evaluation Technicd Report

* to determine whether Lucent has correctly and completely implemented the
requirements of the ST and functional specificaionin the high-level design.

ADV_FSP.1 —Informal functional spedfication

Theinitia approach to trying to satisfy this assurance comporent was for the evaluator to
determine the bourdaries of the TOE independently and then determine if the bourdary
described in the functional specificationis accurate. In determining the bourdary of the
TOE the evaluator used the [LMF2_ST] and the supporting descriptions of the TOE
provided in the high-level design, functional spedfication, and the user and administrator
manual s that are part of the TOE. Through examination of these documents the evaluator
determined that the external interfacesto the TOE are the external and internal
networking interfaces and the GUIs suppied by the NT workstation.

The evaluator used the administrator guidance of the TOE along with the installation,
generation, and start-up daument to help in the assesgment of this assurance mmponrent.
The other documents that were used were the [LMF2_FSP], [LMF2_RCR], andthe
[LMF2_ST]. Through the evaluation of the evidence it was determined that the functional
specification was compaosed of the[LMF2_FSRH and the TOE documentation that comes
with the TOE.

The [LMF2_FSH helps satisfy this assurance componrent by describing the security
functions of the TOE and gives a description of the external interfaces of the TOE. The
[LMF2_FSP] references svera reference manuals that come with the TOE. These
manuals help satisfy the functional specification assurance requirement by further
defining and describing the external interfaces of the TOE. These reference manuals
describe the GUI interfacethat the TOE provides and describe the interfaces to the
management of the auditing, accounts, and firewall cgpability of the TOE. The developer
isusing RFCs for the description of the networking interfaaes of the TOE. The RFCs
describe the protocol interface that is used to control the networking interfaces.

The evaluation d the functional specification wastied very closely to the evaluation
adivities of the correspondence evidence The reason for thisisthat the devel oper
provided mappings that allowed the evaluator to map security functional requirementsto
seaurity functions and security functionsto TSFinterfaces. These let the evaluator
determine if the security functionality that was being mapped to security functional
requirements was valid to satisfy the security functional requirement.

Using the correspondence mappings the evaluator examined the security functions that
were being mapped orto seaurity functional requirements. By doing this adivity the
evaluator was able to seeif the seaurity functionality adually existed in the TOE to
suppat the seaurity functional requirement. The evaluator was further able to usethe
correspondence mappings, supplied by the developer, to determine what external
interfaces (i.e., TSF interfaces) could directly or indirectly aff ect the security
functionality of the TOE. This allowed the evaluator to determine if thereis sme
externa interfacethat allows the evaluation team to test the security functionality of the
TOE.

Through examination of the correspondence mappings and the description of the seaurity

functions it can be seen that the TOE has all the necessary security functionality to satisfy
the seaurity functional requirementsin the [LMF2_ST].
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ADV_FSP.1 Verdict:

The evaluation tean concluded that the TOE has met the assurance requirements of
ADV_FSP1.Therefore, apassverdict has been issued for this asaurance component.

ADV_HLD.1 —Descriptive high level design

The evaluator while examining the high-level design looked to seeif it wasin terms of
major structural units. The evaluator also examined the high-level design to determine if
it contained the major structural units to satisfy the seaurity functional requirementsin
the [LMF2_ST]. The high-level design for thisevaluation isin terms of subsystems.

The correspordence document, [LMF2_RCR], was an important document in the
satisfaction of this asaurance comporent. The correspondence mappings provide a
mapping of the seaurity functions onto subsystems. This allowed the evaluator to
determine if the subsystem contained the proper functiondity to satisfy the security
function(s) being mapped to the subsystem. This also al owed the evaluator to determine
if there were enough subsystems to cover al the seaurity functionaity (seaurity functions
and security functional requirements) being described in the [LMF2_ST].

The[LMF2_HLD], the high-level design document, was the primary document reviewed
to satisfy this asaurance mmporent. The document has individual sections that describe
eadt subsystem. The description given in each sedion describes the security functionality
that the subsystem suppats. The high-level design of the TOE described an architecure
that allows for the satisfaction of the seaurity functional requirements that are present in
the [LMF2_ST]. Further the high-level design shows the information flow and
relationships between the diff erent subsystems of the TOE.

The evaluation tean does not believeit istheintent of EAL 2 high-level design to
describe dl i nterfaces to the subsystems. The evaluationtean believes that for EAL 2 it
ismore gopropriate that the relationship of the subsystems ghould be shown in a high-
level design. Theidentification of all interfaces to the subsystemsis a different level of
abstraction which is more gpropriatein alow-level design document and not in a high-
level design dacument. The evaluation team believes that the [LMF2_HLD] medsthe
intent of the ADV_HLD.1 comporent by showing the rel ationships and flow of
information between the subsystems.

ADV_HLD.1 Verdict:

The evaluation team concluded that the TOE has met the assurance requirements of
ADV_HLD.1. Therefore, a pass verdict has been issued for this asaurance comporent.

ADV_RCR.1 —Informal correspondencedemonstration

The evaluator determined that for this EAL 2 evaluation that there ae four different
levels of abstraction for the TSE. These diff erent abstractions are the security functional
requirements, the security functions, the functional specification (the TSHs), and the
high-level design.
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The main evidence examined for this assurance @mporent was[LMF2_RCR],
[LMF2_HLD], [LMF2_ST], TOE documents (administrator, installation, etc.) and
[LMF2_FSP]. These documents contained all the relevant abstractions of the TSF.

The [LMF2_RCR document supplied al the relevant mappings that are required for this
asarance comporent. The correspondence document mapped security functionsto
seaurity functional requirements. It mapped seaurity functionsto TSHSs. It further
mapped seaurity functions onto subsystems. With all these mappings the evaluator had
enough information to determine which TSH was being used to satisfy which seaurity
functional reguirements and which subsystem is responsible for the security functionality.
These mappings all ow for a arrespordence between the functional requirements,
seaurity functions, TSH, and the high-level design.

ADV_RCR.1 Verdict:

The evaluation team concluded that the TOE has met the assurance requirements of
ADV_RCRL1. Therefore, apass verdict has been isaued for this assurance componrent.

45 Guidance Documents Results
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45.1

132

The objectives of this adivity are:

* to determine whether the administrator guidance to system administrative personnel
describes how they administer the TOE in a secure manner; and

* to determine whether the user guidance describes the seaurity functions and
interfaces provided by the TSFfor non-administrative users and whether this
guidance providesinstructions and guidelines for the seaure use of the TOE.

AGD_ADM.1 —Administrator guidance

The evaluation tean examined the following evidence[LMF2_MANG], [LMF2_MANS5],
[LMF2_MANZ2], [LMF2_MAN1], [LMF2_ADM], [LMF2_FSRH, [LMF2_IGS] and
[LMF2_ST]. The aministrator guidancedid contain a description d the seaurity
functionality that is visible at the administrator interface. The entire interfaceis a GUI
interfacein which the alministrator is required to login and provide an account
identification and passwvord. The guidance identified and described the interfaces to
configure the information flow policies, manage the audit trail to include seleding logged
events, reviewing the log fil es, and configuring the “halt traffic if the audit log isfull”
feature, management of user accourts on Windows NT, and setting the system clock.
The administrator guidance did describe how to operate the TOE in a seaure environment
as described in the [LMF2_ST] and provided warnings and tips about functions and
parameter settings that should be controlled. The administrator guidance described
seaurity parameters under the cntrol of the administrator indicating appropriate seaure
values. The administrator guidance adequately described the following security-relevant
events relative to the administrative functions that need to be performed: audit trail
overflow, system crashes and recovery, time changes, seaurity pdicy flow changes, and
user acount changes. The administrator guidance was compared to the devel opment
evidence ingtallation, generation and startup procedures, and ST and was foundto be
consistent with these documents. Since the [LMF2_ST] does not include requirements
onthelT environment, the evaluator determined that descriptions concerning the I'T
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seaurity requirements was not applicable. Asaresult of these activities, the evaluator
determined that all requirements for this activity were satisfied.

AGD_ADM.1 Verdict:

The evaluation team concluded that the TOE has met the assurance requirements of
AGD_ADM.1. Therefore, a passverdict has been isaued for this asaurance comporent.

AGD_USR.1 —User guidance

The LMF does not allow usersto interact directly with the security functionality of the
TOE. Therefore, there is no requirement to provide any user documentation. The
evaluation team determined that this assurance omporent as not applicable.

AGD_USR.1 Verdict:

The evaluation team concluded that the assurance requirements of AGD_USR.1 was not
applicable andthat the assurance mmponrent satisfied. Therefore, a passverdict has been
isaued for this assurance mmporent.

4.6 Testing Results
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4.6.1
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4.6.2
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The objectives of this adivity are:

» to determine whether the test coverage evidence shows correspordence between the
testsidentified in the test documentation and the functional specification;

* to determine whether Lucent’s functional testing demonstrates that all seaurity
functions perform as gecified; and

* to determine whether the TOE behaves as gecified and to gain confidencein
Lucent’ stest results by independently testing a subset of the TSFand by performing
asample of the developer’ stests.

ATE_COV.1 —Evidenceof coverage

The evaluation tean examined the following evidence[LMF2_COV] [LMF2_PRQ],
[LMF2_FAIL], [LMF2_REGQ], [LMF2_VIR], [LMF2_URL], and[LMF2_UMA]. The
coverage analysis presented atable that accurately mapped tests to seaurity functions and
SHRs. The mapping reveded that not all seaurity functions were tested which is
accetable for this assurance @mporent.

ATE_COV.1 Verdict:

The evaluation tean concluded that the TOE has met the assurance requirements of
ATE _COV.1. Therefore, a passverdict has been issued for this assurance mmporent.

ATE_FUN.1 —Functional testing

The evaluation team chedked and examined the following test evidence provided by the
venda: [LMF2_COV], [LMF2_PRO], [LMF2_FAIL], [LMF2_REG], [LMF2_VIR],
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[LMF2_URL], [LMF2_UMA] andthe [LMF2_ST]. Thetest evidenceincluded test
plans, test procedures, expected test results, and actual test results. The test evidence was
not specifically designed for the Common Criteria evaluation. The test documentation
supdied by Lucent does nat explicitly identify seaurity functions as gated in the Security
Target but rather describes the aeas of LMF functionality that is being tested. Asa
result, the evaluation team examined the test plans and the test coverage analysisto
determine which security functions were being tested. The test configurations described
in the test evidence did not exadly match the configuration identified in the [LMF2_ST]
and[LMF2_IGS]. However, the network architedure described was consistent with that
described inthe [LMF2_IGS]. For each test case apurpose was provided that described
the purpose of the test case. The descriptions are alequate to inform the tester and
evaluator of the security functionality that the test will be exercising. Because the test
procedures identified the initial conditions, steps for condLcting the tests, and expected
behavior, the evaluator determined that sufficient instructions were provided to establish
reproducible results. The expected test resultsin the test documentation were consistent
with the actual test results provided.

ATE_FUN.1 Verdict:

The evaluation tean concluded that the TOE has met the assurance requirements of
ATE FUN.1.Therefore, a passverdict has been issued for this assurance comporent.

ATE_IND.2 —Independent testing —sample

The evaluation tean documented the evaluator’s test plan, procedures, expected results,
and actual resultsin [LMF2_IND]. Beforeindependent testing proceeded the evaluation
team installed and configured the LMF using [LMF2_IGS]. The evaluationtean tested
the default configuration to ensure that all information flows were denied. The
evaluation tean produced a sample test subset by recreating tests foundin [LMF2_REG].
The evaluators chose tests that tested audit overflow and information flow through the
brick. The evaluators conducted additional independent tests that tested the Windowvs NT
interfaaes for account management and audit management. In addition, a different audit
overflow test was creaed. Additionaly, information flow rules were tested as part of
penetration testing.

I ndependent Testing Details

The approach to the independent testing effort was to ensure that Seaurity Functional
Reguirements (SFRs) as stated in the [LMF2_ST] operated as specified. Specific
emphasis was placed on those functions that enforced the information flow control
seaurity palicy, FDP_IFF.1 and FDP_IFC.1. Further the evaluation tean used the
documents that were part of the [LMF2_FSP] to condwct some of its independent tests.
The [LMF2_FSH gave indications of potential interfacesto test, the administrator and
networking interfaces. Additionally, the evaluators wanted assurance that all required
audit events were successfully captured and recorded by the TOE.

Anather areaof concern wasthe FAU_STG.1and FAU_STG.4, two new requirements

implemented by the TOE to ensure that all traffic is denied when an audit record cannot
be generated (i.e. when the audit |ogs are full).

24



149

150

151

152

153

154

Lucent Technologies Lucent Managed Firewall Version 4.0 Evaluation Technicd Report

It isimportant to nae that the evaluation team was able to determine that the devel oper
performed asignificant level of testing of the seaurity functions of the LMF. However,
nore of thistesting was performed with the product installed and configured in the
evaluated configuration, as stated in the [LMF2_IGS]. Therefore, to provide assurance
that the product will perform as gedfied in the [LMF2_IGS] document, the evaluation
team performed an extended set of independent functional testing.

The foll owing adions were taken to prepare the laboratory for testing:

»  [LMF2_SOFT] wasingall ed uponthe host macine in accordance with
[LMF2_IGS].

= A seriesof administrator and wser acounts were aeated on the TOE, and on the
internal and external network PCs.

Testing Conclusions

The complete set of functional tests performed as expeded. All independent testing
formulated and performed by the evaluator produced adua results that mirrored expected
results. Therefore, the independent functional testing of the TOE produced pcsitive
results and all functions tested performed as expected and the tested SFRs have been
correctly and completely implemented.

ATE_IND.2 Verdict:

The evaluation tean concluded that the TOE has met the assurance requirements of
ATE_IND.2. Therefore, a passverdict has been isaued for this assurance comporent.

4.7 Vulnerability Assesgnent Results

155

The purpose of the vulnerability assessment activity isto determine the exploitability of
flaws or weaknesss in the TOE in the intended environment. This determination is
based uponanalysis performed by Lucent, andis supported by evaluator penetration
testing.

4.7.1 AVA_SOF.1 —-Strength of TOE seaurity functions

156

The evaluation tean examined the following evidence[LMF2_ST], [LMF2_ADM],
[LMF2_HLD], [LMF2_FSH, [TFF_PP] and[LMF2_IGS]. The [TFF_PH states that the
minimum SOF level of SOF-basic shall apply tothe FIA_UAU.1,FIA_UAU.4and
FCS_COP.1 SFRs. Becaisethe TOE in the evaluated configuration dbes not provide
remote administration capahilities or interact with authorized external IT entities, the only
applicable SR was determined to be FIA_UAU.1. The[LMF2_ST] only identifies one
SHR, FIA_UAU.1, as having a SOF claim expressed as ametric. [LMF2_ADM]
provides the SOF analysis that the probability of guessing a passvord with the @rrect
seaurity palicy set for the ailministrator account is8.7919 x 10-9. Thisfigure satisfies the
metric for the probability that authenticaion data @an be guessed is no greater than onein
amilli on, which isthe stated requirement in the[TFF_PH and[LMF2_ST]. The
evaluator analyzed the [LMF2_ST], [LMF2_HLD], and [LMF2_FSH documents to
seach for seaurity medhanisms that are either probabilistic or permutational. It was
determined that the identification and authenti cation medanism used by the
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administrator to authenticated to the SMSis the only seaurity mechanism within testing
scope that has these properties.

AVA_SOF.1 Verdict:

The evaluation team concluded that the TOE has met the assurance requirements of
AVA_SOF.1. Therefore, apassverdict has been issued for this assurance wmporent.

AVA _VLA.1 —Vulnerability analysis

The evaluation team examined the following evidence[LMF2_AVA], [TFF_PP],
[LMF2_1GS], [LMF2_ST], andthe test resultsin [LMF2_IND] of the evaluator tests
conducted as part of completing ATE_IND independent testing. The evauators
determined that vulnerability analysis performed by the vendar did consider relevant
information (e.g., CERT advisories, appendix A of the [TFF_PP]) to seach for obvious
vulnerabilities. The vendor’s anaysisidentified vulnerabilities and provided rationale for
ead vulnerability that described why the vulnerability was not exploitable in the
intended environment for the TOE. The arguments provided are mnsistent with TOE
description in the ST and guidance for administering the system.

Penetration Testing Details

The evaluation tean produced [LMF2_PEN] which describes the penetration tests
conducted by the evaluationteam. The test configuration used was the exact same
configuration used for independent testing (ATE_IND.2). The penetration testing of the
LMF was broken down into the following areas:

» Testing for the existence of vulnerabilitiesidentified in Appendix A of the [TFF_PP].

» Testing for the existence of vulnerabilities identified in the vendor’s vulnerability
analysis, the [LMF2_AVA] document.

» Testing and independent analysis for bypassability through functionality contained
within the Network Interface Card’ s that form part of the TOE.

» Testing for additional vulnerabilities that may be relevant to the TOE. These
vulnerabilities were identified by searching wulnerabil ity advisories and databases at
various web sites.

The evaluation tean used protocol analyzers and CSC' s proprietary Hydra Seaurity
Toolset to perform the penetration tests. These tests covered the following: IP spoding,
UDP attacks, ICMP vulnerability, IP Loose Source Routing Option vulnerability,
fragmentation attacks, and OS race anditions. The evaluation tean successfully
completed the vulnerability tests and foundthe TOE to operate as expected. The TOE
was nat exploitable in the evaluated configuration.

AVA_VLA.1 Verdict:

The evaluation team concluded that the TOE has met the assurance requirements of
AVA VLA.L Therefore, apass verdict has been issued for this asaurance comporent.
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4.8 AssuranceMaintenance Results
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The purpose of this activity isto determineif Lucent has defined a set of procedures that
can be aplied to provide onfidencethat the assurance established in the TOE can be
maintai ned.

AMA_AMP.1 —Asaurance maintenanceplan

The evaluator reviewed the [LMF2_AMP] and [LMF2_CAT] documents as part of this
evaluation adivity. Thereview of the[LMF2_AMP] document showed that Lucent has
named an individual as the Developer Security Analyst (DSA) that has the authority and
knowledge to conduct security impad analysis and to maintain the rating of the evaluated
TOE.

The [LMF2_AMP] detail s what scope of changes are aceptable for rating maintenance,
the life g/cle of the TOE, the assurance maintenance ¢/cle, the flaw remediation process,
and the assurance maintenance procedures.

The[LMF2_AMP] describes what Lucent will doto maintain all the evaluation evidence
so that the rating of the aurrent evaluated TOE will be maintained andto help the next
full evaluation of the TOE.

AMA_AMP.1 Verdict:

The evaluation team concluded that the TOE has met the assurance requirements of
AMA_AMP.1. Therefore, a passverdict has been issued for this asaurance comporent.

AMA_CAT.1 —TOE component categorisation report

The evaluator reviewed the [LMF2_CAT], [LMF2_HLD], and the [LMF2_FSP] as part
of this evaluation activity. The evaluator used the [LMF2_HLD] and the [LMF2_FSP] to
determineif the [LMF2_CAT] was categorizing all the TSHs and subsystems described
inthe[LMF2_FSP] and [LMF2_HLD].

After review of the [LMF2_CAT] it was determined that the devel oper had categorized

all the TSHs and subsystems in a manner that would allow the DSA to perform seaurity
impad analysis onthe TOE. Thiswas accomplished in the[LMF2_CAT] by labeling
TSHs and subsystems as TSFenforcing and further indicating if those labeled as TSF
enforcing were security critical or seaurity suppating. Further the[LMF2_CAT]
document described the categorization method and re-categorization method keing used
for the TOE. The[LMF2_CAT] listed the development tools for the TOE. Thiswill alow
the DSA to determine if a modificationto a development tool will aff ect the assurance of
the TOE.

AMA _CAT.1 Verdict:

The evaluation team concluded that the TOE has met the assurance requirements of
AMA_CAT.1. Therefore, a passverdict has been isaued for this assurance mmporent.
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5 CONCLUSIONSAND RECOMM ENDATIONS

175

The TOE was evaluated against the [LMF2_ST]. The assurance mmporent verdicts
presented in Chapter 4 of thisreport received fina evaluation verdicts of Pass.
Therefore, the evaluationteam assigns an overall Pass verdict for satisfying the evaluator
adion elements defined for EAL 2. The ST wasfoundto be conformant to [TFF_PH.
Asdefined by [CC_PART1] Chapter 5, the TOE was foundto be Part 2 conformant, Part
3 conformant, and conformant to PP. The evaluation tean recommends that an EAL 2
ceatificate rating be issued for the TOE.
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6 LIST OF ACRONYMNSAND GLOSSARY OF TERMS

176 The following aconyms are used throughou this document.

ARP Address Resolution Protocol

CcC Common Criteria

CCEL Common Criteria Evaluation Laboratory
CCEVS Common Criteria Evaluation and Validation Scheme
CEM Common Evaluation Methodol ogy

Cl Corfiguration Items

CsC Computer Sciences Corporation

DSA Developer Seaurity Analyst

EAL Evaluation Assurance Level

EDR Evaluation Discovery Report

ETR Evaluation Technical Report

FA Firewall Appliance

GUI Graphical User Interface

P Internet Protocol

LAN Locd AreaNetwork

LMF Lucent Managed Firewall

MRA Mutual Recognition Arrangement

NES Netscape Enterprise Server

NIAP National Information Asaurance Program
NIST National Institute of Science & Tednoogy
NSA National Seaurity Agency

OR Observation Report

oS Operating System

PP Protection Profile

RAD Remote Administration Daamon

RAP Remote Administration Appli cation
SAR Seaurity Asaurance Requirement

SR Seaurity Functional Requirements
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SMS
SOF
ST
TCP
TCSEC
TEF
TOE
TSC
TSF
TSH
TTAP
VPN

Seaurity Management Server

Strength of Function

Seaurity Target

Transport Control Protocol

Trusted Computer Systems Evaluation Criteria
TTAP Evaluation Facility

Target of Evaluation

TOE Scope of Control

TOE Security Functions
TSFInterface

Trust Tedhnology Assessment Program
Virtual Private Network
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7/ PROBLEM REPORTS

7.1 Evaluation Discovery Reports

This dion of contains all EDRsraised as aresult of work performed during the evaluation. Table 5
provides the EDRs unique identifier, the work padkage in which the problem was discovered, a brief

summary of the problem, and their status.

Table5: List of Evaluation Discovery Reports

I dentifier Work Package Title Status
LMF2_EDR 001 | ST Evaluation Observations on Security Target Closed
LMF2_EDR_002 | Configuration Observations on the Configuration Closed
Management Management Documentation
LMF2_EDR 003 | Testing Test coverage analysis needs updeating to Closed
refled LMF 4.0 testing
LMF2_EDR 004 | Vulnerability All sources used to search for “obvious” Closed
Analysis vulnerabiliti es must be identified
LMF2_EDR_005 | Vulnerability Password pdicy not described in guidance | Closed
Analysis documentation.
LMF2_EDR 006 | Vulnerability The intended TOE operating environment is | Closed
Analysis not defined.
LMF2_EDR 007 | Vulnerability Analysis provided for the IP loose source Closed
Analysis route option vu nerabili ty indicates that the
vulnerability may be exploitable in the
TOE'sintended operating environment.
LMF2_EDR 008 | Vulnerability The analysisfor the ARP Vulnerability foes | Closed
Analysis not state how the vulnerabili ty is not
exploitable in the TOE's intended
environment.
LMF2_EDR 009 | Vulnerability The analysisfor the Smurf Attack doesnot | Closed
Analysis indicae that it is not exploitablein the
TOFE'sintended operating environment.
LMF2_EDR 010 | Vulnerability Inconsistencies exist within the Closed
Analysis [LMF2_AVA] document.
LMF2_EDR 011 | Test Deficienciesin [LMF2_IGS_1.0] Closed
LMF2_EDR 012 | Test Deficienciesin [LMF2_ST dated 10'1/99] Closad
LMF2_EDR 013 | Development Functional Spedfication Closed
LMF2_EDR_014 | Development High-level Design Closed
LMF2_EDR 015 | Development Representation correspondence Closed
LMF2_EDR 016 | Seaurity Target ST updates sscond round Closed
LMF2_EDR 017 | Guidance Observations on Guidance Documentation Closed
LMF2_EDR_018 | Seaurity Target ST updates third round Closed
LMF2_EDR 019 | Development FSP, HLD, and RCR Closed
LMF2_EDR 020 | Seaurity Target ALC _FLR & Version Numbers Closed
LMF2_EDR 021 | Test Deficiency in [LMF2_1GS_1.0], Audit Closed
Policy neals updating.
LMF2_EDR 022 | Maintenance AMA_AMP.1& AMA_CAT.1 Closed
LMF2_EDR_023 | Flow Rules Observation for the ETR Closed
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Identifier Work Package Title Status
LMF2_EDR 024 | Seaurity Target ST Development Version Numbers Closed
LMF2_EDR_025 | Maintenance Touch ups Closed

7.2 Observation Reports

This dion of contains all ORs raised as aresult of work performed during the evaluation. Table 6
provides the ORs unique identifier with corresponding Scheme identifier in parenthesis, as appropriate, a
brief summary of the problem, and an indication of the problem’s current status. The ORs that remain open
do not impad the final verdict or results of this evaluation.

Table 6: Listing of Observation Reports

I dentifier Title Status
LMF2_OR_001 | Mandatory inclusion of an AUTHENTICATED SFP Closed
LMF2_OR_002 | Clarificaion of what PPCompliance Means

(OR 149 Open
LMF2_OR_003 | Highlevel design and al interfaces

(OR 150) Open
LMF2_OR_004 | ADV_FSP.1(TSF& TSH) Open
LMF2_OR_005 | Certificae Maintenance Open
LMF2_OR_006 | TOE component caegorisation report (AMA_CAT.1) Open
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